HNuadopmanmnoHHaA MaMATKA /IS O0yJaIONNUXCA 1A pa3sMelleHuA Ha
opunmaabHbIx THTEpHET-pecypcax

C Kax/pIM TOZOM MOJIOJIEXKH B WUHTEPHETE CTAHOBUTCA OOJIbINE, a MIKOJBHUKU - OJIHU U3
caMbIX AKTHUBHBIX IOJIb30BaTesiell PyHera. Mexy TeM, HOMHUMO OTPOMHOTO KOJIHUUYECTBA
BO3MOKHOCTe!, NHTepHET HeceT U Ipo0sieMbl. JTa TaMATKa J0JKHA IIOMOYb Tebe 6e3011acHo
HaXOJINTHCA B CETU.

KoMnbroTepHbIE BUPYCHI

KoMIpOTepHBIH BUPYC - 3TO PA3HOBUIHOCTh KOMIBIOTEPHBIX MPOTPAMM, OTIMYUTETHLHON
0COOEHHOCTBI0O KOTOPOH SIBJIAETCSA CHOCOOHOCTh K Pa3MHOXKEHUIO. B JI0mOsIHEHUE K 3TOMY,
BUDPYCHl MOTYT TIOBPEAUTh WJIM IIOJHOCTBIO VHUYTOXKUTHb Bce Gaiyibl U JaHHbIE,
IIOJIKOHTPOJIbHBIE II0JIB30BATENII0, OT HMMEHU KOTOpOro ObLa 3alylleHa 3apaK€HHas
IPOrpaMMa, a Tak)Ke IMOBPEAUTh WIH JaXKe YHUUTOXKUTD OIEPAIIMOHHYI0 CHCTEMY CO BCEMU
daitsamu B 11es10M. B G0JIBIIMHCTBE CTyYaeB PaclpOCTPAHSIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTOg!I)I 3alIUThI OT BPEAOHOCHBIX ITPOTPDAMM:

1. HMcnonp3yil coBpeMeHHble OIlepAllMOHHBIE CHUCTEMBI, HUMeEIOIINE CEPbE3HBIM YPOBEHBb
3aIIUTHI OT BPEJIOHOCHBIX IIPOTPAMM;

2. IlocrosHHO YycTaHaBiuBail mauyTu (IUGpPOBBIE B3aIUIATKH, KOTOpPblE ABTOMATHUYECKH
YCTAHABJIUBAIOTCSA C IMEJbI0 JJAOpa0TKH MpPOTpaMMBbI) U Jpyrue OOHOBJIEHUS CBOEH
oreparuoHHoN cucreMbl. CKauMBall UX TOJIBKO ¢ OopUIHMaIbHOTO canta pazpaborumka OC.
Eciu cymiecTByeT pe:KuM aBTOMaTUUeCKOTO OOHOBJIEHHU S, BKJIIOYH €T0;

3. Paborail Ha cBOEM KOMITBIOTEPE IO/ ITPABAaMHU I10JIb30BATENSA, 4 HE aJIMUHUCTPATOPA. DTO
HE TIO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOTPAMM WHCTJUIMPOBATHCS HA TBOEM
IIEPCOHATTLHOM KOMITBIOTEDE;

4. Vcnonp3yil aHTUBUPYCHBIE NPOTPAMMHBIE IPOAYKTHl U3BECTHBIX IIPOU3BOAUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHUEM 0a3;

5. Orpanuub GU3NYECKUU OCTYI K KOMIIBIOTEPY /I/Is1 IOCTOPOHHUX JIUII;

6. Vcnosnp3yil BHENIHUE HOCUTEIN WHpOpManuu, Takue Kak ¢uelika, JUCK wWid ¢pail us
WHTEPHETA, TOJIbKO U3 PO epeHHbIX UCTOUYHUKOB;

7. He oTKpbIBail KOMIbIOTEPHBbIE (DAMJIbI, TOJyUeHHbIE U3 HEHA/IEXKHBIX UCTOUHUKOB. Jlaxe
Te (pailyibl, KOTOpPbIe MPUCIAT TBOU 3HAKOMBIU. JIydllle yTOUHH y HETO, OTIIPABJIAI JIU OH Tebe
UX.

Ceru WI-FI

Wi-Fi - 570 He BUJ| IIepe/launl IAaHHBIX, HE TEXHOJIOTUSA, a BCETO JIUIIbL OpeH/, Mapka. Emre B
1991 roAy HUAepJaH/cKas KOMIaHus 3aperucrpupoBasna opens; « WECA», yto o603HaUasIo
coBocouetanue « Wireless Fidelity», kKoTopblil mepeBoguTCs Kak «OeCIIpoBOIHASI TOUHOCTDY.

Jlo Hamrero BpeMeHH JoluIa JApyrasg ab0peBuarypa, KOTOpas SBJISETCS TaKOH IKe
TexHosiornel. Ato abbpeBuarypa «Wi-Fi». Takoe HazBaHue OBLIO JaHO C HaAaMEKOM Ha
CTaH/AAPT BBICIINH 3ByKOBOI TexHUKU Hi-Fi, 4TO B mepeBo/ie 03HaYaeT «BhICOKAS TOUHOCTH>.




Jla, OecIUIaTHBIM WHTEPHET-JIOCTYII B Kade, OTeJsAX U aspoIopTax ABJISAETCA OTIUYHOMN
BO3MOXKHOCTHIO BBIXO/Ia B MHTepHeT. HOo MHOTrHe 3KCIepPThl CUYUTAIOT, YTO OOIIEIOCTYITHbBIE
Wi-Fi ceTu He AB/IAIOTCA O€30MMaCHBIMU.

CoseTsl 10 6e30macHOCTH paboTe B 00IIEeOCTYIIHEIX ceTsax Wi-fi:

1. He mepegaBaii cBor JudHyio nHGoOpManuo yepes obmemoctynubie Wi-Fi ceru. Paboras B
HUX, JKeJIaTeJIbHO He BBOJAUTD ITAPOJIH JIOCTYIIA, IOTMHBI U KaKHe-TO HOMepa;

2. VMcnosp3yih U OOHOBJIA aHTHBHPYCHBIE MpOrpaMMbl W OpaHaMayep. TeM camMbIM ThbI
obe3ormacuIb cebs OT 3aKauKy BHPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu wucnonw3oBanuu Wi-Fi otkmoun ¢yakmuio «OO0muid goctyn K daiaaMm u
npuHTEpaM». JlaHHasA QYHKIUA 3aKPhITA 0 YMOJTYAHUIO, OTHAKO HEKOTOPBIE TT0JIb30BATEN
aKTUBUPYIOT €€ IS yZI00CTBA HCIIOJIb30BaHUA B paboTe min yueode;

4. He ucnionpayit nmyommunsiit WI-FI 1 nepesiauu IMYHBIX JJAHHBIX, HAIPUMED JJI BBIX0/1a
B COIJMAJIbHBIE CETU WU B 3JIEKTPOHHYIO IIOYTY;

5. Mcnonb3y# TosibKO 3aiuiieHHoe coenunenne uepe3 HTTPS, a e HTTP, 1.e. mpu Habope
BeO-aipeca BBoAY UMeHHO «https://»;

6. B mobmibHOM Tenedone oTkaoun GyHKuio «Ilogkmouenue k Wi-Fi aBromaruyecku».
He omyckaii aBTOMaTHYECKOTO IOAKJIIOUEeHUsl ycTpoicTBa K cersim Wi-Fi 6e3 TBoero
COTJIaCHA.

ConuasibHbIE CETU

ConpaspHble CETU aKTUBHO BXOJSAT B HAIIy >KU3Hb, MHOTHE JIIOJIU PA0OOTAIOT U KUBYT TaM
OCTOSTHHO, a B Facebook y»ke 3aperucrpupoBaH MIJLIHAD], YETOBEK, UTO SBJISETCA OJHOU
ceIbMOU BCeX KHUTeJIeH Iu1aHeThl. MHOTHE MOJIb30BaTeNN HE TTOHUMAIOT, YTO WHQopMarus,
pasMellieHHasi UMH B COIIMAJIBHBIX CETAX, MOKET ObITh HaliZleHa U UCI0JIb30BaHa KEM YTOJTHO,
B TOM 4HCJIe He 00A3aTeIbHO ¢ OJ1arMMU HaMepeHUMH.

OCHOBHBIE COBETHI 10 6€30I1aCHOCTH B COITHMAJIbHBIX CETAX!

1. OrpaHuyYb CIIMCOK /Ipy3el. Y Tebs B py3bsAX He JOJIKHO OBITh CJIydallHBIX U HE3HAKOMBIX
JIIOZIEN;

2. 3amuinai cBoI YacTHYIO *Ku3Hb. He ykaspiBall maposiu, TesedoHBbI, afpeca, aTy TBOETo
POXKJIeHUA U APYTYIO JINYHYI0 HHPOPMAIUIO. 3JI0YMBIIIJIEHHUKA MOTYT UCIOJIb30BaTh JaKe
MH@OPMAIHIO O TOM, KaK Thl ¥ TBOU POZAUTEIIH IJIAHUPYeTe IPOBECTU KaHUKYJIbI;

3. 3amuInai CBOIO PEIyTalHIo - IEPKH €€ B UHCTOTE U 3a/laBail cebe BOIIPOC: XOTeJT OBl ThI,
4TOOBI APYTHE II0JIb30BATEIN BUIEJIH, UTO ThI 3arpyskaemrb? [logymari, mpexse 4eM UTO-TO
omy0JINKOBATh, HAITNCATh U 3aTPY3UTh;

4. Ecau THI TOBOPHIIIB C JIIObMU, KOTOPBIX HE 3HAEIb, HE UCIOJIb3YU CBOE peayIbHOe UM U
ZIPYTYIO TUUHYI0 HHPOpMAIU: UM, MEeCTO KUTEJIbCTBA, MECTO YUeObl U IIpoUee;

5. W36erait pazmenienusa dororpaduil B IHTEpHeTe, I7le Thl U300pa’keH Ha MECTHOCTH, I10
KOTOPOU MOXKHO OIPeAEIUTh TBOE MECTOIIOI0KEHHUE;

6. IIpu peructpamuu B COIMAJIBHOU CeTU HEOOXOAMMO HCIIOJIb30BAaTh CJIOXKHBIE IIapOJIH,
cocrosimue u3 OyKB U IUQP U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;




7. JlJs conUasIbHOU CETH, MOYThI U JAPYTUX CAUTOB HEOOXOJIMIMO HCIIOJIb30BAaTh Pa3HbIE
maposii. Torma ecim Tebsi B3JIOMAOT, TO 3JIOYMBINIEHHUKH IIOJy4YaT JOCTYI TOJIBKO K
OTHOMY MECTY, a HEe BO BCE Cpaay.

BﬂeKTpOHHI)Ie JE€HbI'

OJIeKTPOHHBIE JIEHBIM — 5TO OYEeHb Y/IOOHBIM crmocob IuIaTeXXel, OJIHAKO CYyIIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT HOJIYYUTh STH JEHBTU.

SHGKTpOHHI)Ie A€HbI'M IIOABHJIMCb COBCEM HEAABHO WM HMEHHO HM3-3a 9TOI'O BO MHOTI'HX
TOCyaAapCTBax A0 CHUX IIOP HE IIPOIIMCAHO IIPO HUX B 3aKOHAaX.

B Poccum xe oHU QYHKITUOHUPYIOT U O HUX Y?Ke IIPOIMMCAHO B 3aKOHE, I7le UX PA3AesISaoT Ha
HECKOJIPKO BUJIOB - aHOHUMHBIE 1 HE aHOHUMHBIe. Pa3HuUIIAa B TOM, UTO aHOHHUMHBIE - 3TO Te,
B KOTOPBIX paspelraeTcss IPOBOAUTH omepanuu 0e3 uieHTHUKAIUU I0JIb30BaTeNsA, A B
HEaHOHUMHBIX UIeHTU(UKAIIUH T0JIb30BaTEJIA SABJIAETCA 003aTETLHOM.

Taxkxe cienyeT pas3jadyaTh SJIEKTPOHHBIE (HUATHBIE JeHBI'WM (pPaBHBI TOCY/IAPCTBEHHBIM
BJTIOTaM) U JIEKTPOHHBIE He(pUaTHBIE IeHbIU (He paBHBI TOCYAaPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 Oe30I1acHOMI [2360T€ C SJICKTPOHHBIMU NEHbI'aMM.

1. [IpuBsxku Kk cuery MOOWIBHBIN TesiedOH. ITO caMbld YAOOHBIA U OBICTPHIA CHOCOO
BOCCTAHOBUTDH JOCTYNl K cueTy. [IpuBsA3aHHBIN TesieOH MOMOXKET, ecid 3a0yzelllb CBOU
IUIATEXKHBIU MApOJIb UJIU 3alelh HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnone3yir omHOpa3oBble maposu. Ilociie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIUIO Tebe
yKe He Oy/IeT yIpoXKaTh OIIACHOCTDh KPaXKH WJIU MIEPEXBATA IJIATEXKHOTO MapOJIs;

3. Beibepu ciioxkHBIM napostb. IIpecTymHuKaMm OyzieT He TPOCTO YTaJlaTh CJIOKHBIN ITapOJib.
HanexxHple maposi — 3TO MapoJId, KOTOPhIE COAEPIKAT He MeHee 8 3HAKOB M BKJIIOYAIOT B
cebsi CTPOUHBIE M TIPOIMHCHBIE OYKBBI, IMUGPHl U HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HAK
Jlojnapa, GyHTa, BOCKIUIATEIbHBIN 3HaK U T.1I. Hanpumep, StROng!;;

4. He BBOZIU cBOM JIMUHBIE JaHHBIE HA CAWITaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIEKTPOHHAsA OYTa

JJIEKTPOHHAA MOYTa — 3TO TEXHOJIOTHS UM IIPENOCTABJIsIEMbIE €10 YCJIYTU MO MEPECHUIKE U
ITOJIyYEeHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPhIE PAaCIIPEIEJIAIOTCS B KOMIIBIOTEPHOH CETH.
OOBIYHO  BJIEKTPOHHBIM  IMOYTOBBIA AWK  BBIVIAJUT  CJIEAYIONUM  00pa3oM:
UMsI_II0JIb30BaTEIA@UMs_JioMeHa. Takyke KpoMe Ilepefaud IIPOCTOrO0 TEKCTa, HMEETCS
BO3MOKHOCTB IepeiaBaTh (Haibl.

OcHOBHBIE COBETHI I10 Oe30macHOM paboTe ¢ 3JIEKTPOHHOH IIQUTOM:

1. Hayo BbIOpaTh NMpaBUJIbHBIN TOYTOBBIN cepBUC. B MHTepHETe eCTh OTrPOMHBIN BBIOOD
OecIIaTHBIX ITOYTOBBIX CEPBUCOB, OTHAKO JIyUIlle JIOBEPATh TEM, KOTO 3HAEIIh U KTO IMEPBIU
B PEUTUHTE;

2. He ykaspiBail B JIMYHOU moO4UTe JUuHyI0 uHopMmaruio. Hampumep, jydine BbIOpaTh
«My3BbIKAJIbHBIN_(PaHAT@» WJIN «POK2013» BMeCTO «TeMal3»;

3. Hcnonp3yil AByX3TAMHYI0 aBTOPU3AIUI0. DTO KOI/Ia IOMUMO MapoJisi HY?KHO BBOJUTH KO,
npucbLUIaeMblii mo SMS;




4. BpiOepu CyIOKHBIN Maposb. JIJIS KakJOTO IIOYTOBOTO SAIMUKA JOJIKEH OBITh CBOU
HaJIe>KHBIN, YCTOMYUBBIN K B3JIOMY HapOJIb;

5. Eciu ecTh BO3MOXKHOCTH HAINUCATh CAMOMY CBOU JIMUHBIM BOMIPOC, UCIOJIB3YU ITY
BO3MO>KHOCTb;

6. Ucmonb3yll HECKOJIbKO TIIOYTOBBIX SIIUKOB. I[lepBbI /i1 YAaCTHOW IE€PENUCKU C
azpecaTaMu, KOTOPBIM ThI IOBEPSEIIb. DTO 3JEKTPOHHBIHN aJipec HE HA0 UCIOJIb30BaTh IIPU
perucrpanuy Ha ¢popyMax U canTax;

7. He oTKpbIBa¥l aiibl U pyTHe BJIOKEHUS B MMHCHbMAaXx JIaKe €CJTM OHU MPUIIIA OT TBOHX
Zipy3eii. JIydiie yTouHH y HUX, OTIIPABJISJIN JIU OHU TeOe 3TU paiibl;

8. ITocsie okoHUaHUS pabOTHI HA IOUYTOBOM CEPBUCE MepPe] 3aKPhITHEM BKJIAJIKA C CAHTOM He
3a0y/1b Ha’KaTh Ha « BRIUTH».

KubepOy/ITHHT WIU BUPTYyaJIbHOE U3/1€BAaTEIbCTBO

KubepOy/UtTHHT — TpecyieiloBaHue COOOIEHUSMH, COAEPIKAIIUMU OCKOPOJIEHHs, arPeCCHIO,
3alyTMBaHUe; XYJIUTAHCTBO; COIMAJIbHOE OOHKOTHpPOBaHHWE C TIOMOIIBIO PA3JIMYHBIX
UHTEPHET-CEPBUCOB.

OCHOBHbBI€E COBETHI 10 O0phbE ¢ KNOEePOYJIMHIOM

1. He Gpocaiics B 60ii. Jlyumuii cioco6: MocoBeTOBAThCSA KaK cebsl BECTH U, €CJIM HET TOTO, K
KOMY MOXXHO OOpaTUTbCSA, TO BHAudajie YCIOKOUThCA. ECIM Thl HA4yHENIb OTBEYaTh
OCKOPOJIEHUSIMU HAa OCKOPOJIEHHS, TO TOJIBKO ellle O0JIbIIIe PA303KIKEITb KOH(MIIUKT;

2. YpasJisAil cBoell KubeppemnyTaryei;

3. AHOHUMHOCTbP B CE€TU MHHUMAas. CYIJ_[eCTBYIOT CII0COOBI BBIACHUTDb, KTO CTOHT 3a
AHOHHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUN 00pa3 BUPTYaJIbHOU KU3HU. MIHTEepHET QUKCUPYET BCE TBOU
JIECTBUS U COXPAHAET UX. YIATUTh UX OyZleT KpaliHe 3aTpy/IHUTEIHHO;

5. CoOutto/1ali CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyli enuHUYHBIN HeratuB. OZHOPA30BBIE OCKOPOUTENIHHBIE COOOIIEHUS JIydIlle
urHopupoBaTh. OOBIYHO arpeccus MpeKpaIaeTcs Ha HAYaIbHOM CTa/IuH;

7. Ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMHU COOOIIEHUSMH, B COIMATHHBIX
CeTsIX eCTh BO3MOXKHOCTh OJIOKUPOBKY OTIIPABKH COOOIIEHUH ¢ OIIPEZIETIEHHBIX aJ[PECOB;

8. Ecsu ThI cBUzieTeNb KubepOysinHra. TBoU /IefCTBUSA: BBICTYIINTD IIPOTUB IIPECJIeioBaTels,
IIOKa3aTh €My, YTO €ro JEeNCTBUS OIeHUBAIOTCSA HETaTUBHO, MOJJEPKATh KEPTBY, KOTOPOU
HY>KHA [ICUXO0JIOTUYECKAs IIOMOIIb, COOOIITUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBE/IEHUS B
CeTH.

MobubHBIHN TETehOH

CoBpeMenHble cMapT(hOHBI U IJIAHIIETHI COZEPKAT B ceOe BIOJIHE B3POCIbINA (PYHKITMOHA, U
Terlepb OHM MOTYT KOHKYPUPOBATh CO CTAaI[MOHAPHBIMHU KoMmbloTepamMu. OHAKO, CPE/CTB
3aIUTHI JIJIS TOAO0OHBIX YCTPOUCTB ITOKA OUE€HBb MaJsio. TeCcTHpoBaHME U IMOUCK YSI3BUMOCTEHN B
HUX IPOMCXOAUT HE TaK MHTEHCUBHO, Kak aysa IIK, To ke camoe kacaeTcs M MOOWJIBHBIX
MIPUJIOKEHUM.




CoBpeMeHHbIe MOOWJIbHBIE Opay3ephbl yKe IPAKTUUECKU JOTHAJIM HACTOJIbHBIE aHAJIOTH,
OTHAKO pacmmpeHre (YHKIMOHAJIA BJeYeT 3a COO0OM OOJIBIIYIO CI0KHOCTh M MEHBIIIYIO
3alUIIEHHOCTb.

Jlajleko He Bce MPOUW3BOJUTENM BBIITYCKAIOT OOHOBJIEHHS, 3aKPBIBAIOININE KPUTHUECKHE
YA3BUMOCTH JIJISI CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI JUIA 0e30IIaCHOCTH MOOMWILHOrO TesiedoHa:

1. Huuero He sABisercs II0-HaCTOAIIIEMY OecIIaTHBIM. By,[{b OCTOPOXKE€H, BEAb KOrJa Tebe
npeajararoT OecIIaTHbBIN KOHTEHT, B HEM MOT'YT OBITDH CKPBITbI KaKHE-TO IIJIaATHbIC YCIIYT'H;

2. Jlymaii, mpesxze uem otnpaBuTh SMS, ¢hoTo wiu Buieo. Thl TOUHO 3HAEIITD, I7le OHU OyIyT B
KOHEYHOM UTOTEe?

3. HeoOxoauMo 0GHOBJIATE ONEPAIIMOHHYI0 CUCTEMY TBOETO CMapT(OHa;
4. ictiosib3yil aHTUBUPYCHBIE IPOTPAMMBI /1711 MOOWJIBHBIX TeJle(hOHOB;

5. He 3arpy>1caﬁ IIPUJIOKEHUA OT HEHU3BECTHOI'O HCTOYHHKA, BEAb OHU MOILYT COAEpPKaTb
Bp€AOHOCHOE IIpOrpaMMHO€E OGGCHG‘-ICHI/IC;

6. Ilocse TOro Kak Thl BBIMJIENIb C caliTa, I/ie BBOAWJ JUYHYIO HWH@OpMaIruio, 3al/iui B
HaCTpOUKHU Opaysepa U yzaiu cookies;

7. llepuoguuecku NpoBepAl Kakue IJIaTHbIE YCJIyTU aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. laBail cBOif HOMeP MOOMJIBHOTO TeJiepOHA TOJIBKO JIO/ISIM, KOTOPBIX ThI 3HAEIIb U KOMY
Jl0Bepsielllb;

9. Bluetooth nosykeH OBITH BBIKJIIOUEH, KOTZIa ThI UM He MOJIb3yellbes. He 3a0biBaii mHOTIA
IIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHbIEe OHJIAWH-UTPBl - 3TO KpacOUYHble, 3aXBaTHIBAIOIME pAa3BJI€UEHUS,
00'beINHAIOIINE COTHU THICSAY YeJI0BeK 0 BceMy Mupy. VITpOKU HccaeyoT JaHHBI UM MUD,
o0IIIalOTCA APYT € APYTOM, BBIINOJHAKT 33J]JaHUs, CPA’KAIOTCA C MOHCTPAMH U IOJIy4YalOT
ONBIT. 32 YAOBOJIbCTBHE OHU IUIATAT: IOKYMAIOT JIUCK, OIUIAYMBAIOT aOOHEMEHT WU
IpUOOpeTAI0T KaKKe-TO OIIUH.

Bce aTH cpejicTBa MAYT HA MOJIEPKAHIE U PA3BUTHE UTPHI, 2 TAKIKE HA caMy 0€30I1aCHOCTb:
COBEPIIIEHCTBYIOTCA CHCTEMBI ABTOPU3AIlMH, BBIMIYCKAIOTCSI HOBble maTyu (1HdpOoBBIE
3aIUIATKU JIJISI IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZLO6HBIX HUI'pax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHUX COIIEPHHKOB, CKOJIBKO KpaKH TBOETO
ImapoJid, Ha KOTOPOM OCHOBaHa CHMCTEMA aBTOPpU3alluH1 OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IACHOCTH TBOET'O UTPOBOI'0 aKKAYHTA:

1. Ecotu ipyro#t UTpoK BezeT cebst MI0X0 WM co3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CIIICKE UTPOKOB;

2. IMoxkasnylica afMUHUCTPAaTOpaM HUTPBI Ha IIOXOe MOBeieHUe 3TOT0 UTPOKA, KesaTeJIbHO
IIPUJIOKUTDH KaKHe-TO JI0Ka3aTeJIbCTBA B BU/le CKDUHOB;




3. He ykasbiBaii inuHy0 nH@opMaIuio B npodaiisie Urpsi;
4. YBakall IpyTUX yYaCTHUKOB I10 UTDE;

5. He yctanaBiinBail HeopUITHaIbHbBIE TATYU U MOJIbI;

6. Mcnosp3yii c103KHBIE U Pa3HBIE TAPOJIH;

7. Jlaxke BO BpeMs HIPhl He CTOUT OTKJIIOYaTh aHTUBUpYyC. [loka Thl urpaelb, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

OUIINHT WX KpaXa JIMYHbIX TaHHbIX

OOBIYHOM Kpamef/’l A€HEer U JOKYMEHTOB CEerogHd y>Xe HUKOI'O HE YAUBHUIIlb, HO C Pa3BUTHUEM
I/IHTepHeT-TeXHO.TIOI‘I/Iﬁ 3JIOYMBIIIIVIEHHUKN IIE€EPEMECTUJIMCh B HHTEPHET, U IIPOJOJIXKAIOT
3aHUMAThCA «JTIOOUMBIM» AEJIOM.

Tak mosBWJIACh HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBa WX (DUIIUHT, TJIaBHAS IIEeJIb
KOTOPOTO COCTOUT B IMOJIyYEHUH KOH(MUAEHIUATHHBIX JIAHHBIX II0JIb30BaTEJIed — JIOTHHOB U
naposieii. Ha anrmuiickom s3bike phishing umraercs kak ¢ummunr (ot fishing — pribHas
JIOBJIsSA, password — IapoJib).

OcCHOBHBIE COBETHI 110 60[21)66 C !l)I/IIHI/IHI‘OM:

1. Cireziu 3a CBOMM aKKayHTOM. Eciu ThI MO103peBaelib, UTo TBOsS aHKeTa ObLia B3JIOMaHa, TO
HeoOX0IMMO 3a0JIOKMPOBATH €€ U COOOIIUTD aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO
CKOpee;

2. Mcnonp3yil Oe3omacHble BeO-CAaUThl, B TOM 4YHCJIe, HHTEPHET-MAara3uHOB U IOWCKOBBIX
CUCTEM;

3. Hcnosnp3yil ciokHBIE W pas3Hble maposin. Takum obpa3oM, eciu TebOs B3JOMAIOT, TO
3JI0YMBIIIVIEHHUKY IIOJIy4aT AOCTYI TOJBKO K OJTHOMY TBOEMY ITPO(IJIIO B ceTH, a He KO BCeM;

4. Ecyin Tebsi B371IOMaIH, TO HEOOXOJMMO TPEAYyHPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
JlobaByIeHBI y TeOSA B JAPY3bsAX, O TOM, UTO TeOS B3JIOMaI M, BOBMOKHO, OT TBOEIO UMEHHU
OyZeT pacchLIaThCA ClIaM M CCHLJIKHM Ha (PUITMHTOBBIE CAUTHI;

5. YcranoBH HajieskHbIN 11aposib (PIN) Ha MOOMIBHBIN TeedOoH;
6. OTKIIIOUH COXpaHEHUeE MMapoJis B Opays3epe;

7. He oTKpbIiBall alyibl U APYyTHUE BJIOKEHUS B MHUChbMax Jla)ke e€CJIM OHU MPUIILIH OT TBOUX
Zipy3eii. JIydiie yTOuHH y HUX, OTIIPAaBJISIN JIM OHU TeOe 3TU (haiibl.

[udposas penyranus

[MudpoBas pemyramus - 3TO HeraTWBHas WM MO3UTHBHAasA WH@opMamus B ceTu O Tebe.
Kommpomerupyromas nadopmanus pa3MelieHHas B UHTEPHETE MOYKET CEPhe3HBIM 00pa3zoM
OTpPa3uTbCAd HA TBOEW peasibHOU »ku3HU. «I[udpoBas pemyramusa» - 3TO TBOM UMUK,
KOTOPBIU (popmupyeTcs: u3 nHGOpMAaIuu o0 TeOe B HHTEPHETE.

TBoe mecTo KUTEJIbCTBA, yqe6b1, TBOE (I)I/IHaHCOBOG IIOJIOZKEHHE, 0COOEHHOCTHU XapakKTepa u
pacCKa3bl O OJIN3KUX - BCE 9TO HAKAILJINBAETCA B CETH.




MHorre TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJTMKAIUM JIMYHOW WHQOpMAaInuud B
HNuTepHeTe, He TOHUMAasi BO3MOKHBIX ITOCIeACTBUUA. Thl Jja’ke He CMOJXKEIb J0TaaThCs O
TOM, 4TO poTOrpacd s, pa3MellleHHas 5 JIeT Ha3a/1, CTajla MPUYUHON OTKa3a MPUHATH TeOs Ha

pabory.

KommeHnTapuu, pazmernienue TBoux dororpaduili u Apyrve AeHCTBUS MOTYT He HUCUE3HYTh
JlaXke II0CJIe TOrOo, KaK Thl UX yAaiuilb. Thl He 3Haellb, KTO COXPAaHWI 3Ty HH(OpMAIUIO,
II0TajIa JIM OHA B IOKCKOBBIE CUCTEMBI U COXPAHWJIACH JIU OHA, a IJIABHOE: YTO MOAYMAIOT O
Tebe OKpy:Kalolllee JIIOAU, KOTOpble HAWIyT U YBUAAT 5T0. Haiitu uHoOpMaIuio MHOTO JieT
CILyCTSI CMOXKeT JII000H - Kak U3 JOOPBIX MOOYK/IEHNH, TaK U C HAMepPeHUEM IPUYNHUTD BPE.
ITO MOKET OBITh KTO YTOZHO.

OCHOBHBIE COBETHI 110 3alunTe !!Hgl)[!OBOﬁ PEITyTAIlWM:

1. Iloxymaii, mpekze 4YeM 4YTO-TO HyOJIMKOBaTh W IlepefaBaTh y cebss B OJiore MJId B
COIIMAJIPHOM CETH;

2. B Hacrpoiikax npoduiis ycTaHOBU OTPaHHMYEHUA HA MPOCMOTP TBOero mpoduss U ero
COZIEPKMMOTO0, C/IeJIal ero TOJIBKO «JJi Ipy3eii»;

3. He pasmermnaii u He yka3bpIiBail HHQOpPMAINIO, KOTOPas MOKET KOTO-JIH0O0 OCKOPOJIATH WU
O0OMIKATh.

ABTOpCKOE IPABO

CoBpeMeHHbIE IIKOJHbHUKUA- aKTHBHbBIE IT0JIb30BaTENH ITU(GPOBOTO MpocTpaHcTBa. OmHAKO
JlaJIeK0 He BCe 3HAIOT, YTO I0JIb30BaHME MHOTUMH BO3MOXKHOCTAMHU ITU(DPOBOTO MHUPA
TpebyeT coOJII0/IeH sl ITPaB Ha HHTEJIEKTYyaJIbHYI0 COOCTBEHHOCTbD.

TepMHUH «HWHTEJUIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCA K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHAsA C HOBBIX U300peTeHWH ¥ 3HAKOB, O0O3HAYAIOIIUX
COOCTBEHHOCTh HA TMPOAYKTHI W YCJIYTM , W 3aKaHUYMBasg KHHUTamMUu, ¢ororpaduamu,
KUHOQUWIbMaMU U My3bIKaJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE mpaBa - 5TO IIpaBa HAa UHTEJUIEKTYaJbHYI0 COOCTBEHHOCTb Ha IPOU3BEEHUA
HAyKH, JINTEpATyphbl U UCKyCCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KauyeCTBE TapaHTUU TOTO,
UTO WHTEJUIEKTYaJIbHBIM/TBOPUECKUN TpYy/T aBTOpa He OyAeT HampacHbIM, JacT eMy
CIIpaBej/IiBble BO3MOXKHOCTH 3apaboTaTh Ha pe3yJsbTaTaX CBOEro TpyZAd, IOJIYYUTh
M3BECTHOCTh U NpusHaHue. HukTo 6e3 paspelieHusa aBTopa HE MOXKeT BOCIPOU3BOJUTH €T0
IPOU3BEZIEHNE, PACIIPOCTPAHATD, ITyOJIUYHO JEMOHCTPUPOBATH, IPO/IaBaTh, UMIIOPTUPOBATb,
IIyCKaTh B IIPOKAT, ITyOJIMYHO UCIOJHATH, IOKA3bIBaTh/UCIIOJHATH B 3dUpe WIN pa3MelaTh
B lIHTepHerTe.

HMcnoab3oBanue «IIUPATCKOro» IMpOorpaMMHOIO obecrieueHUsA MOIKET IIPUBECTH K MHOTHUM
PUCKaM: OT IIOTEPH AJAaHHBIX K TBOMM aKKayHTaM A0 6JIOKI/IpOBI{I/I TBOEIro YCTpOfICTBa, rge
YCTaHOBﬂeHHBIﬁ He JIeraJIbHad IIporpaMmMa. He croutr Takxke 3a6I)IBaTb, YTO CYLIECTBYET
JierajibHble 1 OecIlyIaTHbIe IIporpaMmbl, KOTOPpbI€ MOKHO HalTHU B CETH.

O nmopraine

CereBuvoK.pd - TBOW IVIaBHBI COBETYMK B CETH. 37eCh Thl MOXKEIIb Y3HATh O
0e30IIaCHOCTH B CETH MOHSATHBIM U JOCTYIIHBIM S3BIKOM, a HPU BO3HHUKHOBEHUU
KPUTHYECKOH CUTyaluy OOpaTUTHCA 32 COBETOM. A TakyKe IMPUHATH y4acTHe B KOHKypcaxX U
CTaTh CaMbIM ITU(PPOBBIM I'PAKAaHUHOM !
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